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Cratba 1. Coepa gencteua HacToawero PeaepanbHOro 3aKoHa

HacTtoawmin ®enepanbHblit 3aKOH peryanpyeT oTHoweHua B obnactn obecneyeHuns 6esonacHocTH
KpUTUYECKOW UHOOPMAUMOHHOW UMHOpacTpyKTypbl Poccuiickon depepauuun (ganee Takke -
KpUTMYECKan MHPOPMALMOHHAA MHOPACTPYKTYpPa) B LENAX ee yCTOMYMBOro QYHKUMOHWPOBAHUA MpU
NnpoBeAEHMM B OTHOLLIEHUWN ee KOMMbIOTEPHbIX aTak.

Cratba 2. OCHOBHble NOHATHA, McnoJibyemble B HaCToALWEM d>ep,epaan0M 3aKOHe

Ana LI,GHEVI HacToAlwero CDe,u,epaanoro 3aKOHa UCNOJ1b3YyIOTCA cheagyrouimne oCHOBHbIe NMOHATUA:

1) aBTOMaTU3MpOBaHHAas cUCTeMa YNpPaBAEHUA - KOMIMJIEKC MPOrpaMMHbIX W MPOrpPaMMHO-
annapaTHbIX CpPeAcTB, NpeAHasHauyeHHbIX A8  KOHTPOJIA 32  TexHonorMyeckum u - (uan)
Nnpou3BoACTBEHHbIM 0b6OpyAOBaHMEM (MCMONHUTENIbHBIMW YCTPOWCTBaMM) U MPOM3BOAMMBIMU UMM
npoueccamu, a Tak:Ke A5 yrnpasaeHUs Takumm 060pya0BaHUEM M NPOLECCaMu;

2) 6e30nacHOCTb KPUTUYECKOW MHPOPMALIMOHHOM MHOPACTPYKTYPbl - COCTOAHME 3aLUMULLEHHOCTU
KpUTUYECKOM NHGOPMaALMOHHOM MHPPACTPYKTYpPbI, obecneuunBatoee ee ycTonymsoe
bYHKUMOHMPOBAHWE NPU NPOBEAEHWUN B OTHOLLIEHMM €€ KOMMbIOTEPHbIX aTak;

3) 3HaUUMBbIV OBBEKT KPUTUYECKOU MHPOPMALMOHHON MHPPACTPYKTYPbl - OBBEKT KPUTUYECKOM
MHPOPMAUMOHHOM MHOPACTPYKTYPbI, KOTOPOMY MPUCBOEHA OAHA U3 KaTeropui 3HAYMMOCTU N KOTOPbIN
BK/IIOYEH B PEECTP 3HAYMMbIX OOBEKTOB KPUTUYECKOM MHPOPMALMOHHOM MHOPACTPYKTYPbI;

4) KoMMblOTEpHasn aTaka - LefeHanpasieHHoe BO34eMNCTBME NPOrpaMmMHbIX U (MaKn) nporpammHo-
annapaTHbIX CPeacTB Ha O6bEKTbl KPUTMYECKOW WHPOPMaUMOHHOM  WHOPACTPYKTYpPbl, CETM
3/1eKTPOCBA3N, UCMO/b3YeMble A4/1A OpraHn3aumMm B3aMMo4eNCTBUA TakMX 06 BHEKTOB, B LEeNAX HapyLeHus
M (Mnm) npekpauweHna ux  GyHKUMOHMpPOBaHMA U (MAKM) co3paHusa  yrposbl  6esonacHocTU
obpabaTbiBaemMon TakMmm ob6bekTamm MHPOpMaLMK;

5) KOMNblOTEPHbIA MHUMAEHT - $aKkT HapyweHua u (uan) npekpaweHna ¢GyHKLMOHMPOBAHUSA
06beKTa KPUTUYECKON MHPOPMALMOHHON MHOPACTPYKTYPbl, CETU 3N1EKTPOCBA3M, UCNO/b3yeMon ans
OpraHM3aLmMn B3aMMOAENCTBUSA TaKUX OOBEKTOB, M (MM) HapyweHUs BesonacHocTn obpabaTbiBaemoi
TaKMM 06bEKTOM MHPOPMaALMK, B TOM YUC/Ie MPOU3OLLEALLMIA B pe3yabTaTe KOMNbIOTEPHOM aTaKy;

6) KpuTMueckan MHPOPMALMOHHAA MHPPACTPYKTYpa - 06BEKTbI KPUTUYECKON MHPOPMALMOHHOM



MHPPACTPYKTYPbl, @ TaK¥Ke CeTU INeKTPOCBA3M, MCMONb3yemble AAs8 OpraHu3auum B3aMMOLENCTBUA
TaKux 06beKToB;

7) 06bEKTbl KpUTUYECKOoK MHPOPMALMOHHON UHOPACTPYKTYPbl - MHPOPMALMOHHbIE CUCTEMBI,
WHOPMALNOHHO-TENEKOMMYHUKALUNOHHbIE  CETM, aBTOMATM3MPOBAHHbIE CUCTEMbI  YNPaABIEHMUSA
Ccy6beKTOB KpUTNYECKON MHDOPMALMOHHON MHPACTPYKTYpPbI;

8) CybbeKTbl KPUTUYECKON WHPOPMALMOHHON WMHPPACTPYKTYPbl - TOCYAapPCTBEHHbIE OpPraHbl,
rocyapCTBEHHbIE Yy4YpEeXKAEeHWs, POCCUICKME topuandeckne navua U (Mam)  UHAMBUAYaANbHble
npeanpUHMMaTENN, KOTOPbIM Ha NpaBe COBCTBEHHOCTM, apeHAbl AU Ha MHOM 3aKOHHOM OCHOBAHWUM
npuHagnexat MHGOpPMaLMOHHblIE  cUCTeMbl, MHOOPMALMOHHO-TEIEKOMMYHUKALUNOHHbIE  CETH,
aBTOMATM3MpPOBAHHbIE CUCTEMbI YNpaBaeHUs, PyHKUMOHUpPYOWMe B chepe 34paBOOXPAHEHUS, HAYKK,
TPaHCNOpPTa, CBA3M, SHEpPreTUKM, 6aHKOBCKOM cdepe M UHbIX chepax PUHAHCOBOrO PbIHKA, TOMJIMBHO-
SHepreTMYecKoro Kommnnekca, B 06/acTU aTOMHOM 3Heprun, OOOPOHHOM, PaKETHO-KOCMWYECKOW,
ropHoa06bIBaoLLEN, METANTYPTMYECKON U XMMUYECKOM MPOMbILLJIEHHOCTU, POCCUNCKME topuanYeckmne
avua wuo (Man) MHAMBMAYaNbHble NpeanpUHUMaTenn, KoTopble obecneynBaloT B3auMoOAeNCTBUE
YKa3aHHbIX CUCTEM WU CETEM.

Cratba 3. [paBoBOe peryanpoBaHuMe OTHOWeHUI B o0b6bnactm obecneyeHua 6Ge3onacHOCTU
KPUTUYECKON MHGOPMALMOHHON MHPPACTPYKTYPbI

1. OtHoweHua B obnactm obecneyeHna 6e30NaCHOCTM KPUTUYECKOM WMHGOPMALMOHHOWN
MHQPACTPYKTYpbl  peryavpytoTca B cooTBeTcTBMM ¢ KoHcTuTyumelt  Poccuiickoii  depepaumy,
06LWEenpPU3HaHHbIMM NPUHLMNAMU U HOPMaMM MeEXAYyHapogHOro npasa, Hactoawmm deaepanbHbim
3aKOHOM, ApYyruMu denepasbHbIMM 3aKOHAMM U MPUHUMAEMbIMW B COOTBETCTBMM C HUMMU WMHbIMM
HOPMaTMBHbIMM MPABOBLIMU aKTaMMU.

2. OcobeHHOCTM npuMeHeHua Hactoswero deaepanbHOro 3aKoHa K CeTAM CBA3W obuwero
nosnb3oBaHuA onpeaensaTca desepanbHbiM 3aKoHOM oT 7 uiona 2003 roga N 126-d3 "O ceasn" u
NPUHUMAEMbIMU B COOTBETCTBMM C HUM HOPMATUBHbIMM MPaBOBbIMM aKTamu Poccminckon deaepaumim.

Cratba 4. MNpuHuunel obecneyeHns  6€30MACHOCTM  KPUTMYECKON  MHGOOPMALMOHHOM
MHPPACTPYKTYpPbI

MpuHUMnamu obecnevyeHnss 6€30NACHOCTU KPUTUYECKON WMHGOPMALMOHHON WMHPACTPYKTYpPbI
ABnstoTCA:

1) 3aKOHHOCTb;

2)  HenpepbiBHOCTb WM KOMMNJIEKCHOCTb  obecneyeHUs  6€30NaCHOCTM  KPUTUYECKOM
MHPOPMALMNOHHON  UHPPACTPYKTYPbI, A[OCTUraeMble B TOM 4YMC/le 33 CYET B3aMMOAENCTBUSA
YNONHOMOYEHHbIX deaepanbHblX OPraHOB WCMOAHUTENIbHON BAACTM W CYOBEKTOB KPUTMUECKOWM
MHPOPMAUNOHHOM MHPPACTPYKTYpPbI;

3) NpuopuTET NPeaOTBPALLEHNA KOMMbIOTEPHbIX aTaK.

Cratba 5. TlocypapcTBeHHasa cucTeMa OBHapy:KeHus, npeaynpexaeHna U AUKBUAALMUK
NocneAcTBUIA KOMMNbIOTEPHbIX aTak Ha MHGOPMaLMOHHbIe pecypcbl Poccuitickon ®epepaunmn

1. TocymapcTBeHHas cUCTEMA OOHapyXKeHWa, NpeaynpexaeHus U NUKBUOALMKM NOCNenCTBUM
KOMMbIOTEPHBbIX aTak Ha MHOOPMaUMOHHbIe pecypcbl Poccuiickolt ®eaepaumn npeactasnseT coboi
e4VHbIA  TeppuUTOpManbHO  pacnpefeneHHbl  KOMMAEKC, BKAOYAIOWMA  CUAbI UM CPeAcTBa,
npefHasHayeHHble 419 OOHAPYKEeHUA, NpeaynpeKaAeHUa U TMKBUAAUMN NOCAeACTBUI KOMMNbIOTEPHbIX
aTak M pearnpoBaHUsAs Ha KOMMbIOTEPHblE WHUMAEHTbl. B Lenax HacToAwel cTaTbM nog
MHPOpPMaUMOHHbIMKN pecypcamm Poccuiickoit Pepgepaumm NoHMMAOTCA MHGOPMALIMOHHbBIE CUCTEMBbI,



NHPOPMALMOHHO-TEIEKOMMYHUKALMOHHbIE CETM W  aBTOMaTM3MPOBAHHbIE CUCTEMbI YMNpaBAeHMS,
HaxogAwmeca Ha TeppuTopuu Poccuitickon Peaepaunn, B AUNAOMATUYECKMX NpPeACTaBUTENbCTBAX U
(nnKn) KoHCyNbCKUX yupexaeHuax Poccuninckoin Peaepaunn.

2. K cunam, npegHasHavyeHHbIM ANA  OOHApyXXeHua, npeaynpexaeHua U JIMKBUOAUUK
nocneacTBmii KOMMNbIOTEPHbIX aTak U pearmpoBaHMA Ha KOMMNbIOTEPHbIE MHUMAEHTbI, OTHOCATCA:

1) noapasgeneHus M OOMKHOCTHble Anua denepanbHOro opraHa MCMoOJIHATENbHOM BAACTy,
YNONHOMOYEHHOrO B 06sacT  obecneyeHUs  QYHKLMOHUMPOBAHUA FOCYAAPCTBEHHON  CUCTEMDI
obHapyXeHUs, npeaynpexaeHus W JNKBUOAUMM  NOCAEACTBMIA  KOMMbIOTEPHbIX aTaK  Ha
nHpopmaumnoHHble pecypcbl Poccuiickoit Pepgepaumnu;

2) opraHusaums, co3gaBaemMas  denepasibHbiIM  OPraHOM  UCMOJIHATENIbHOW  BAACTH,
YNONHOMOYEHHbIM B 06n1acTM  obecneyeHns  PpYHKUMOHMPOBAHMA  FOCYAAPCTBEHHOM  CUCTEMBI
obHapyXeHUs, npeaynpexaeHus W JUKBUOAUMM  NOCAEACTBMIA  KOMMbIOTEPHbIX aTaK  Ha
nHpopmaumnoHHble pecypcbl Poccuiickoit ®epepaumm, ana obecnedyeHns KoopaMHaUUM AeATENbHOCTU
Cy6BEKTOB  KPUTUYECKOM  MHPOPMALMOHHON  MHPPACTPYKTYpbl MO  BOMpocam OOHapyKeHus,
npeaynpexaeHns v NMKBMAAUMW  NOCNeACTBMIA  KOMMBIOTEPHbIX aTakK M pearMpoBaHWMA  Ha
KOMMbIOTEPHbIE MHUMAEHTLI (Aanee - HALMOHAbHbIA KOOPAMHALMOHHBIA LLEHTP NO KOMMbOTEPHbLIM
WMHUMAEHTaMm);

3) noapasfseneHus W AOMKHOCTHble NULA  CYObEeKTOB KPUTMYECKON WHGOPMALMOHHOM
MHPPACTPYKTYPbI, KOTOPbIE MPUHMMAIOT y4acTue B OOHapy)KeHUM, npeaynperaeHun U AUKBMAALMU
NnocaeAcTBUA KOMMbIOTEPHbIX aTaK U B PearMpoBaHMM Ha KOMMbIOTEPHbIE MHLUAEHTbI.

3. CpeactBamu, npefHasHauYeHHbIMU A7 OOHApY)KeHWs, NpeaynperKaeHuas U AUKBUMAALMUU
nocneacTsuii  KOMMbIOTEPHBIX aTakK W PearnpoBaHMA Ha KOMMbIOTEPHbIE WHUWAEHTbI, ABAAKOTCA
TEXHWYECKMe, NMPOorpaMmMHble, MPOrpamMMHO-annapaTHbie U UHble CpeacTBa ANnA ObHapyXeHua (B Tom
yncne ANA NOWUCKA NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3U, WCMONAb3yeMbIX A/A
OopraHvM3aumMyM B3aUMOALENCTBMA OOBEKTOB  KPUTMYECKON MHGPOPMALMOHHOM  MHOPACTPYKTYpPbI),
npeaynpexaeHus, TMKBUOAUUM NOCAeACTBUMIA KOMMNbIOTEPHbIX aTak U (Man) obmeHa MHbopmaumen,
HeobxogMmol cybbeKTam KpUTUYECKON WHPOPMALMOHHON WHPPACTPYKTYPbl NPU  OBHapyrKeHuu,
npegynpexgeHmm 1 (MAn)  NUKBMOAUMWM  NOCNEACTBMA  KOMMbIOTEPHbIX  aTak, a  TaKxkKe
Kpuntorpadumyeckme cpeacTsa 3allumTbl TaKon MHGOPMaLMK.

4. HaumoHanbHbI KOOPAMHALMOHHbLIA LEeHTP MO KOMMNbHOTEPHbIM WMHUMAEHTAM OCyLLecTBaAeT
CBOIO [AEeATEeNbHOCTb B COOTBETCTBUM C TMOJIONKEHMEM, YTBep)Kaaembim denepanbHbiM OpraHom
WUCNONHUTENbHOM  BAAcTW, YNO/JIHOMOYEHHbIM B o06nactu  obecnedyeHna  GYHKUMOHMPOBAHUA
rocyapCTBEHHOM CUCTeMbl OBHapyXeHusa, npeaynpesKaeHua W AUKBUAALMM  NOCNeacTBUNA
KOMMbIOTEPHbIX aTak Ha MHbOPMaLMOHHbIe pecypcbl Poccuinickoin Pepepaunn.

5. B rocyaapcrBeHHoW cucteme obBHapy)KeHusa, NpeaynpexaeHmsa M AUKBUAALUMU NoCaeacTBui
KOMMNbIOTEPHbIX aTak Ha MHpOpPMauMoHHbIe pecypcbl Poccuiickoit Pesepaumn ocyuiecteastoTca cbop,
HaKomM/eHWe, CUCTEMATU3aLMUA M aHaIM3 MHOOPMALMK, KOTOpas MOCTynaeT B AAHHYIO CUCTEMY Yepes
CpeacTBa, npeAHasHayYeHHble ANA OBHapy:KeHWs, NpeaynpeXKaeHua W NUKBMZAUMWM NOCNeACTBUNA
KOMMNbIOTEPHbIX  aTak, WHPOpMauuu, KoTopas  MpeacTaBAseTcA  CyObekTamu  KpUTMYECKOM
MHPOPMAUMOHHOM  MHPPACTPYKTYpbl U deaepanbHbiM  OpPraHOM  UCMOAHWUTENbHOW  BAIACTW,
YyNONHOMOYEHHbIM B 06/1acTM  obecneyeHns 6e30MacHOCTM  KPUTMYECKOW  MHGOOPMALMOHHOWM
MHPpPacTPYKTypbl Poccuiickon Pepepalymmn, B COOTBETCTBMM C nepedyHem nHGOpMauMM M B NOPAAKE,
onpegensembimn deaepanbHbiM OPraHOM MCMOAHUTENLHOW BNACTW, YNOJHOMOYEHHbIM B 06/1aCTy
obecneyeHna QGYHKUMOHMPOBAHUA rOCYAAPCTBEHHON CUCTEMbI OBHApYXKeHUA, npeaynpeKaeHus u
NIMKBUAAUMW  NOCNEACTBUIA  KOMMbIOTEPHbIX aTak Ha WMHOGOPMaUMOHHbIe pecypcbl  Poccuiickoi
degepaumn, a TakKe MHOOPMALMM, KOTOPAs MOMKET MNPeACTaBAATbCA WMHbIMU He ABAAIOLLMMUCA
Cy6beKTamMmn KpUTUYECKOW MHGOPMALMOHHON MHOPACTPYKTYpbl OpraHamMmM U OpraHu3aumamMn, B TOM
yncae MHOCTPAHHBIMWU U MEXAYHAPOAHbIMU.



6. ®egepanbHblii OpraH WUCMOJIHUTE/IbHOW BAACTW, YNOJHOMOYEHHbI B obnactu obecneyeHun
GYHKUMOHMPOBAHUA FOCYAAPCTBEHHOM CUCTEMbl OOHapy)KeHMA, npeaynperraeHus v AMKBMAALUK
nocneacTBUN KOMMbIOTEPHbIX aTak Ha MHPOpPMaUUOHHbIe pecypcbl Poccuiickoit Peagepaunmn, opraHusyet
B YCTAHOB/JIEHHOM MM nopagke obmeH uWHbOpPMaLMen O KOMMbIOTEPHbIX WHUMAEHTAX MeXKay
Cy6bEeKTaMM  KPUTUYECKOM WMHOPOPMALMOHHOM WHOPACTPYKTYPbl, a TaKke MexKay cybbektamum
KPUTUYECKOM WHPOPMALMOHHOW MHGOPACTPYKTYPbl M YNOJHOMOYEHHBIMW OpraHaMM MHOCTPAHHbIX
rocyfapctB, MEXAYHAPOAHbIMU, MEXAYHAPOAHbIMW HEMNpPaBUTENIbCTBEHHbIMM  OPraHU3aLMAMMU U
WHOCTPAHHbIMM OPraHM3aUUAMM, OCYLLECTBAAIOWMMU AeATeNbHOCTb B 06/1acTU pearmpoBaHMA Ha
KOMMbIOTEPHbIE UHLIUAEHTI.

7. [MpeaocTaBneHne W3 TOCYyAAPCTBEHHOM CUCTEMbl OBHApyKeHUs, NpeaynpexaeHus u
NIMKBUOAUMN  MOCNEACTBMIA  KOMMbIOTEPHbIX aTak Ha WHPOPMAUMOHHble pecypcbl  Poccuitckoit
desepaumn cBedeHWIN, COCTABAAIOWMX TOCYAAPCTBEHHYIO IMBO MHYIO OXPaHAEMYI0 3aKOHOM TaiHy,
OCYLLECTB/NISIETCA B COOTBETCTBUM C 3aKOHOAATeIbCTBOM Poccuiickoi depepaunu.

CraTtba 6. MNonHomoumsa MpesnaeHTa Poccuiickoit Pepepaumm n opraHoOB rocyAapcTBEHHOM BAACTU
Poccuiickoit depepaunm B obnactu obecneyeHus 6e30MaCHOCTU KPUTUYECKOM WMHGOPMALMOHHOM

MHOPACTPYKTYpbI
1. Mpe3ngeHT Poccuitckon ®epepaumm onpegenset:

1) ocHOBHble HanpaBAeHUs rocyAapCTBEHHON NOAUTMKM B obnactu obecnedyeHna 6esonacHocTH
KPUTUYECKOM MHPOPMALLMOHHOW MHPPACTPYKTYPbI;

2) denepanbHblii OpraH MCNOAHUTENbHOM BNACTM, YNOJIHOMOYEHHbIM B 061acTM obecneyeHun
6e30MacHOCTU KPUTUYECKON MHPOPMALIMOHHOM MHDPACTPYKTYypbl Poccuiickon Pepepaunu;

3) depepanbHbii OpraH MCNOAHUTENbHOM BNACTW, YNONHOMOYEHHbIM B 06nacTn obecneyeHus
GYHKUMOHMPOBAHMA TOCYAAPCTBEHHON CUCTEMbI OOHAPYXKEHUs, NpPeaynpeXKaeHua W JIMKBUAALMM
NnocneacTBUIA KOMNbIOTEPHbBIX aTak Ha MHPOPMaLMOHHbIe pecypcbl Poccuiickoi Peaepaunm;

4) nopsaAoK co3fdaHMA M 33434 rocyAapCTBEHHOM CUCTEMbI OBHapyXeHUs, npeaynpesKaeHus m
NIMKBUOAUMK  MOCNEACTBMIA  KOMMbIOTEPHbLIX aTak Ha WHOOPMAUMOHHble pecypcbl  Poccuitckoit
depepauum.

2. MpasuTtenbcTBo Poccuiickoin Pepepauumn ycTaHaBAMBaET:

1) nokasaTenn KpuTepueB 3HAYMMOCTUM  OOBEKTOB  KPUTMYECKOM  MHGDOPMALMOHHOM
WMHOPACTPYKTYPbI U UX 3HAYEHUA, @ TaKKe NOPALOK U CPOKM OCYLLECTBAEHUA UX KAaTErOPUPOBaHUA;

2) NopsafioK OCYLLECTB/IEHMA FrOCYAapCTBEHHOIO KOHTPOAS B 06nacTn obecneyeHns 6e3onacHOCTM
3HaYMMbIX OOBEKTOB KPUTUYECKON MHDOPMALIMOHHON NHPPACTPYKTYPbI;

3) nopsafoK MOAroTOBKM M MCNONb30BaHUA PECypcoB eAuHON CeTU 3/1eKTpocBA3n Poccuickol
depepaummn  ans obecnedyeHUa  GYHKUMOHMPOBAHMA  3HAYMMbIX  OOBEKTOB  KpUTUYECKOM
MHPOPMALMOHHOM MHPPACTPYKTYPbI.

3. ®epgepanbHbli OpraH UCMOJIHUTE/IbHOM BAACTW, YNOJIHOMOYEHHbI B obnactu obecneyeHus
6e30MacHOCTU KpUTHUYECKOM MHDOPMaLMOHHOMN MHbPaCcTPYKTYypbl Poccuiickoit Peaepaumm:

1) BHOCUT NpeanoXKeHuUs O COBEpPLUEHCTBOBAaHMM HOPMATUBHO-MPABOBOrO PEry/JIMPOBaHUA B
obnactu obecneyeHns 6e30NacHOCTU KPUTMUYECKON MHOOPMALUOHHOW WHOpPACTPYKTypbl MNpesnaeHTty
Poccuiickoit ®epepaumm u (unm) B NMpasutenbctso Poccuiickon deaepauuuy;

2) yTBEPKAAET NOPALOK BEAEHUA PeecTpa 3HAYMMbIX OOBEKTOB KPUTUYECKON MHPOPMALMOHHOM
MHPPACTPYKTYPbI M BeAeT AaHHbIN peecTp;



3) yTBepXaaeT dopmy HanpasaeHUs CBEAEHUN O pe3y/bTaTax NPUCBOEHUA 0OBEKTY KPUTUYECKOM
MHPOPMAUMOHHON UHPPACTPYKTYPbl OAHOM U3 KaTeropuin 3HaYMMocTm Jnbo o6 oTCyTCTBUMU
HeobXxoAMMOCTM NPUCBOEHMA eMY O4HOM U3 TAKUX KaTeropuii;

4) yctaHaBnmBaeT TpebosaHua no obecrnevyeHMo 6€30NacHOCTU 3HAYNMMbIX OOBEKTOB KPUTUYECKOM
MHOOPMALMOHHOW UHPPACTPYKTYpbl (TpeboBaHMA no obecnevyeHuto 6e30nNacHOCTU UHPOPMALIMOHHO-
TeNIEKOMMYHUKALMOHHbIX CEeTeM, KOTOPbIM NPUCBOEHA OAHA W3 KaTeropuMit 3Ha4YMMOCTM W KOTopble
BK/IIOYEHbl B PEecTp 3HAYUMMbIX OODBEKTOB KPUTUYECKON WHPOPMALMOHHON WHPPACTPYKTYPSI,
yCTaHaB/AMBAlOTCA MO  COrfacoBaHuio C  denepanbHbiIM  OpPraHOM  WCMONHUTENbHON  BAacTy,
OCyLLEeCTBAAOWMM PYHKLUKN MO BbIpaboTKe U peannsaumnmn rocyaapCcTBEHHON NOAUTUKM M HOPMATUBHO-
NpaBOBOMY pPery/iMpoBaHuio B 061acTu cBA3M), a TakKe TpeboBaHMA K CO34aHUI0 cUcTeM He30NacHOCTH
TaKNX OBBLEKTOB M obecneyeHuo UX OYyHKUMOHMPOBaHUA (B HaHKOBCKOM cdepe M B MHbIX chepax
$MHAHCOBOrO pblHKA YCTaHaB/AMBAET yKa3aHHble TpeboBaHMA MO COrNacoBaHuio ¢ LeHTpanbHbiM 6aHKOM
Poccuiickoit ®epepaumn);

5) ocyuiectBasieT rocy4apCTBEHHbIN KOHTPOJIb B 061acTh obecnevyeHma 6€30MacHOCTM 3HAYMMBbIX
OOBEKTOB KPUTMYECKOM MHPOPMALMOHHOMW WHPPACTPYKTYPbl, a TaKKe yTBepXkaaeT ¢opmy akTa
NPOBEPKU, COCTABASEMOrO MO UTOraM NPOBEAEHWNS YKa3aHHOrO KOHTPOS.

4. ®epepanbHbii OpraH MCMOJIHUTE/IbHOM BAACTU, YNOJIHOMOYEHHbI B obnactu obecneyeHusn
bYHKUMOHMPOBAHUA TOCYAapCTBEHHOW CUCTEMbl OBHapysKeHUs, NpeaynpexgeHua u AuKsuaauun
NnocneAcTBUA KOMMbIOTEPHbIX aTaK Ha MHGOPMaLMOHHbIe pecypcbl Poccuitickoit Peaepaunn:

1) BHOCUT NpeanoMKeHuUs O COBEPLUEHCTBOBAaHWMM HOPMATUBHO-MPABOBOrO pPEry/JMpoBaHUs B
obnactn obecrneyeHns 6e€30MaCHOCTU KPUTUYECKON MHPOPMALMOHHON MHPPACTPYKTypbl Mpe3naeHTy
Poccuiickoin ®eaepauymm u (unum) B NMpasutenbctso Poccuiickon deaepauuiy;

2) co3paeT HaUMOHa/bHbIA KOOPAMHALMOHHbLIA LIEHTP MO KOMMbIOTEPHLIM WHUMAEHTAM U
YTBEPKAAET NOMONKEHNE O HEM;

3) KoOpANHUPYET AEATENbHOCTb CYObEKTOB KPUTMUECKON MHPOPMALMOHHON MHOPACTPYKTYpPbI MO
BOMpPOCaM OOHapy)KeHUA, npeaynpexXpeHus M AUKBUAAUMM NOCAeACTBMIA KOMMbIOTEPHbLIX aTak M
pearMpoBaHMA Ha KOMMbIOTEPHbIE UHUMAEHTDI;

4) opraHMsyeT U NPOBOAMT OLEHKY 6e30MacHOCTM  KPUTUYECKon  UHPOPMaLMOHHOM
MHPPACTPYKTYpPbI;

5) onpegensieT nepevyeHb WHPOPMaLUKM, NPEACTABASEMON B TOCYAAPCTBEHHYID CUCTEMY
obHapy)eHna, npeaynpesaeHua W AUKBMAALUMKM  MOCNEACTBUA  KOMMbIOTEPHbLIX aTak  Ha
nHpopmaumnoHHble pecypcbl Poccuiickoit Pegepaunm, n NopsaaoK ee npeacTaBieHus;

6) yTBep:KAaeT nopaaoK WHbOpmMpoBaHUA deaepanbHOro opraHa WMCMNOJNIHUTENbHOW BAAcTH,
ynosnHomo4yeHHoro B obnactu obecneyeHua GYHKUMOHMPOBAHMUA TFOCYAAPCTBEHHOM  CUCTEMbI
obHapyXeHUs, npeaynpexaeHus U  AUKBUAAUMM  NOCAeACTBMIA  KOMMbIOTEPHbIX aTaK  Ha
MHbOPMaLMOHHbIE pecypcbl Poccuiickon ®enepaumm, 0 KOMNbIOTEPHbBIX MHUMAEHTAX, pearnpoBaHmA Ha
HUX, MPUHATUA Mep MO NMKBUAALUMU NOCAEACTBMIA KOMMNbIOTEPHbIX aTaK, NPOBeAEeHHbIX B OTHOLLIEHUM
3HaUYMMbIX OBBEKTOB KpUTUUYECKOW MHPOPMaLMOHHON MHPPACTPYKTYPbI (B BaHKOBCKOW chepe U B UHbIX
coepax PUMHAHCOBOrO pPbIHKA YTBEPXKAAET YKA3aHHbIM NOPAAOK MO COrnacoBaHuto ¢ LieHTpanbHbIM
6aHKoMm Poccuiickon deaepauum);

7) yTBeprKAaeT nopsaok obmeHa WHbOpMaUMENn O KOMMbIOTEPHbIX WHUMAEHTAX MexAay
Cy6beKTaMM KpUTUYECKOW MHOOPMALMOHHON WHPPACTPYKTYpbl, MeXAy CyObeKTamu KpuUTUYEeCKoM
WHOOPMAUNOHHOW MHPPACTPYKTYPbl M YNOAHOMOYEHHBIMW OpraHamMM WMHOCTPAHHbLIX TOCYAapCTB,
MEXAYHAPOAHbIMU, MEXAYHAPOAHbIMW HEenpaBUTENbCTBEHHbIMU OpPraHU3aLMAMU U MHOCTPAHHbLIMMU
OpraHu3aLmMaAMK, OCYLLECTBAAIOWMMM [eATeNlbHOCTb B 06/1acTM pearnpoBaHUA Ha KOMMbOTEPHbIEe



MHUMAEHTbl, a TaKXe MopsagoK Mo/sydyeHus cybbeKTamum  KpUTMYECcKoM  UHGOOPMaLMOHHOWN
MHOPACTPYKTYPbl MHGOPMALLMKM O CPeacTBax M CNOCobax NPoBeAEHNA KOMMbIOTEPHbIX aTak U O MeToAax
UX NpeaynpexaeHns n obHapyKeHus;

8) opraHMsyeT VYCTaHOBKY Ha 3HauYMMbIX O6bEKTax KpUTUMYECKOW UHGOOPMaLMUOHHOM
MHPACTPYKTYPbI U B CETAX 31EKTPOCBA3M, UCMONb3YEMbIX A1 OPraHM3aLMmM B3auMOAENCTBUA 06 bEKTOB
KpUTUYECKOW MHGOPMALMOHHOW MHOPACTPYKTYPbIl, CPeACTB, MpefHa3HaYeHHbIX ANA ObHapykKeHwus,
npeaynpexaeHns v NMKBMAALMW  NOCNeACTBMIA  KOMMBIOTEPHbIX aTakK M pearMpoBaHWMA  Ha
KOMMbIOTEPHbIE MHLMUAEHTI;

9) vycTaHaBnMBaeT TpeboBaHMA K CpeacTBaM, MpegHasHayeHHbIM A/A  obHapy»KeHus,
npeaynpexaeHva W  JUKBMAAUMM NOCNEACTBMIA  KOMMbIOTEPHbIX aTak WM pearnpoBaHMA  Ha
KOMMbIOTEPHbIE MHLMAEHTbI;

10) yTBep:KAaeT nopafoK, TEXHUYECKMEe YCNOBMA YCTAaHOBKM W 3KCMAyaTauMu CpeacTs,
npegHasHaYeHHbIX Ana 06HapyKeHua, npeaynpexaeHua U IMKBUAAUMN NOCNEACTBUIN KOMMbIOTEPHbIX
aTaK M pearMpoBaHUs Ha KOMMbIOTEPHbIE MHLUMAEHTbI, 3@ UCKAOYEHWEM CPeacTB, NpeAHasHayYeHHbIX
ONA NOWCKa NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/1€KTPOCBA3M, UCMO/b3yeMbIX A8 OpraHu3aumm
B3aMMOAENCTBUS OOBEKTOB KPUTUYECKOW MHPOPMALMOHHON MHDPACTPYKTYpbl (B BaHKOBCKOM cdepe 1 B
WHbIX cdepax PUHAHCOBOTO pPbIHKA YTBEPNKAAET YyKasaHHble MNOPAJOK W TEXHUYECKME YC/IoBUA MO
cornacoBaHuio ¢ LeHTpanbHbiM 6aHKOM Poccuiickon Peaepaunn).

5. ®egepasnbHbIii OpraH UCNOHUTENIbHOW BAACTU, OCYLLECTBASAOWMN GYHKUMU MO BbipaboTke U
peanns3aumnmn rocyaapcTBeHHON NONUTUKM U HOPMATUMBHO-NPABOBOMY pPerynpoBaHuto B 061acTu cBssMy,
YTBEPKAAET MO COrIacoBaHuio ¢ peaepasbHbIM OPraHOM UCMOIHUTENBHOM BAACTM, YNOJTHOMOYEHHbIM B
obnactu obecneyeHun dYHKLMOHMPOBAHMS rocygapcTBeHHOM cucTeMbl 0bHapyKeHus,
npeaynpeXxaeHns U JNKBMAAUUM NOCAeACTBMA KOMMbIOTEPHbLIX aTaK Ha MHPOPMALMOHHbIE pecypcbl
Poccuiickoit depepaunn, nopanoK, TEXHUYECKME YCNOBWS YCTAHOBKM W 3KCMyaTauuu CPeAcTs,
npegHasHavyeHHbIX 418 NOUCKA NPM3HAKOB KOMMbIOTEPHbIX aTak B CETAX 3/IEKTPOCBA3U, MCNONb3YEeMblX
ONs opraHn3aumm B3aMMoaencTBusA 06 bEKTOB KPUTUYECKOM MHPOPMALMOHHON MHPPACTPYKTYPSI.

Cratba 7. KaTeropmnpoBaHue 06bEKTOB KPUTUYECKOW MHPOPMALLMOHHOM MHOPACTPYKTYPbI

1. KaTeropmpoBaHMe 06beKTa KPUTMYECKOW MHPOPMAUMOHHOM MHPPACTPYKTYpbl NpeacTaBaseT
coboli ycTaHOB/ieHWE COOTBETCTBMA OObEKTA KPUTUYECKON WHPOPMAUMOHHOM WHGOPACTPYKTYPSI
KPUTEPMAM 3HAUYMMOCTM M MOKasaTeNaM MX 3HAYeHW, NPUCBOEHWE eMy OAHOM W3 KaTeropui
3HAaYMMOCTM, NPOBEPKY CBEAEHUI O pe3yabTaTax ee NPUCBOEHMA.

2. KaTeropupoBaHue ocyLecTBNAETCA NCX0AA U3:

1) coumanbHOM 3HAUYMMOCTM, BbIPAXKAIOLWENCA B OLLEHKE BO3MOXHOMO yllepba, npuUyMHAEMOro
U3HU MAW 340POBLIO /IOAEN, BO3MOMKHOCTU MpeKpalleHns WM HapyweHua ¢YHKUMOHWPOBaHMUA
0O6BbEKTOB 0becneyeHnn KN3HeeaTe/IbHOCTU HaceNeHWUA, TPAHCNOPTHON MHPPACTPYKTYPbI, CETEN CBA3M,
a TaK¥Xe MaKCMMasbHOM BPEMEHM OTCYTCTBMA [OCTYNa K rocyAapCTBEHHOM ycayre AnA nosaydaTtenem
TaKoW ycnyru;

2) NOAUTMYECKOM 3HAYMMOCTM, BbIparkalolleicAa B OLEHKE BO3MOMHOrO npuuMHeHusa yuiepba
WHTepecam Pocculickoit Pesepaumnn B BONPOCax BHYTPEHHEN U BHELHEN NONUTUKMY;

3) 3SKOHOMMYECKOM 3HAYMMOCTH, BbIPAXKAIOLLENCA B OLLEHKE BO3MOXKHOIMO MNPUYUHEHUA NPAMOTO U
KOCBEHHOrO ylepba cybbekTam KpUTUYECKOW MHPOPMALMOHHON MHOPACTPYKTYpbl U (Mnun) BroarkeTam
Poccuiickoin Pepepaumnu;

4) 3KON0rMYyeckomn 3HAYMMOCTH, Bblpa)KaiOLLl,emCﬂ B OLL€HKE YyPOBHA BO3LI,EI7ICTBVIFI Ha OKPYXakLyro
cpeay;



5) 3HauMMOCTM 06beKTa KPUTUYECKON WHGPOPMALIMOHHOM MHPPACTPYKTYpbl Ans obecneyeHus
060pOHbI CTpaHbl, 6e30NacHOCTX rocyAapcTBa U NPaBOMNOPALKA.

3. YcTaHaBAMBAOTCA TPU KaTeropuMM 3HAYMMOCTU OBBLEKTOB KPUTMYECKOW WHGOPMaLMOHHOM
MHPPACTPYKTYpPbI - Nepsas, BTOpas U TPETbA.

4. CybbeKTbl KPUTUYECKON MHOOPMALMOHHON MHOPACTPYKTYPbl B COOTBETCTBUU C KPUTEPUAMMU
3HAYMMOCTM M MOKa3aTeNAMM MX 3HAYEHWUWN, a TaKkKe MOPALKOM OCYLLECTB/IEHUA KAaTEropupoBaHMUSA
npuUcBauBatloT OA4HY U3 KaTeropuii 3HaYMMOCTU NpUHaANEXKALMM UM Ha npaBe cob6CTBEHHOCTW, apeH bl
WX MHOM 3aKOHHOM OCHOBaHMM OOBEKTAM KPUTUYECKON MHPOPMALMOHHOMN MHPPACTPYKTypbl. Ecin
06BEKT KPUTUYECKON MHPOPMALMOHHOM MHPPACTPYKTYPbl HE COOTBETCTBYET KPUTEPUAM 3HAUYMMOCTH,
NOKasaTeNsAM 3TUX KPUTEPUEB N UX 3HAYEHUAM, EMY HE NPUCBANBAETCA HM OAHA U3 TaKUX KaTeropui.

5. CsBegeHus 0 pesynbTatax MPUCBOEHUA OOBEKTY KpUTUYECKOM UHOOPMALMOHHOM
MHPPACTPYKTYPbl OAHON U3 KaTeropuit 3HaUYMMOCTN Mbo 06 OTCYTCTBUM HEOBXOAMMOCTM MPUCBOEHUS
eMy OJAHOM W3 TaKUX KaTeropuit cybbeKkTbl KpUTUMYECcKoW WMHPOPMALMOHHON MHPPACTPYKTYPbl B
NMUCbMEHHOM BMAE B AECATUAHEBHbIA CPOK CO AHA MPUHATUMA MMM COOTBETCTBYIOWEro peLleHus
HanpasnAlT B ¢deaepanbHbii OpraH WCNOJHUTENbHOW BNACTW, YNOJHOMOYEHHbIM B obnactm
obecneyeHnss 6e30MacHOCTU  KpUTMYecKon  MHPOpMaLMOHHON  MHPPACTPYKTYpbl  Poccuiickon
Pepepaunn, nNo yreepKaeHHoM um popme.

6. ®egepanbHblii OpraH UCMOJIHUTE/IbHOW BAACTU, YNOJIHOMOYEHHbI B obnactu obecnedyeHus
6e30nMacHOCTU  KpUTUYECKON WHPOPMAUMOHHOM  UMHpacTpyKTypbl Poccuitickoit  Pepepaumn, B
TPUALATUAHEBHbBIN CPOK CO AHA MOJYYEeHUA CBEAEHMM, YKa3aHHbIX B 4acTM 5 HacToAlen CTaTbMm,
nposepseT cobsogeHMe NopsaaKa OCYLECTBAEHUA KaTeropMpoBaHUSA WM MPaBUAbHOCTb MPUCBOEHMSA
06BEKTY KpUTUYECKOW MHPOPMALMOHHON WMHPPACTPYKTYpPbl OAHOM M3 KaTeropuin 3HauyMmoctn amnbo
HENpPUCBOEHUS emy HU OZHOM U3 TaKUX KaTeropui.

7. B cnyyae, ecnn cybbeKTOM KPUTUYECKOW WMHPOPMALMOHHOM MHPPACTPYKTYpbl cobnoaeH
NnopaAgoK OCYLLECTB/IEHUSA KaTeropupoBaHWA U MpUHaA/exallemy emy Ha npaBe CcOBCTBEHHOCTH,
apeHabl UAN MHOM 3aKOHHOM OCHOBAHWW OBBEKTY KPUTUYECKOU MHPOPMALMOHHOW WMHOPACTPYKTYpPbI
NpPaBUIbHO NPWCBOEHA OAHA U3 KaTeropuii 3HaYMMOoCTH, desepanbHbIi OpraH UCMOJIHUTE/IbHOM BNACTH,
YyNOJIHOMOYEHHbIM B o0b6nactm obecneyeHnMa 6e30MacHOCTM  KPUTMYECKOW  WHGPOPMALMOHHOM
UHOPaCTPYKTypbl Poccuitckon Pepepaunn, BHOCUT CBEAEHMA O TaKOM OObEKTE KPUTUYECKOM
MHOOPMALMNOHHOW MHOPACTPYKTYPbl B PEECcTP 3HaYMMbIX OOBEKTOB KPUTUYECKOU WHGOOPMALMOHHOM
WHOPACTPYKTYpbl, O 4YeM B [JECATUAHEBHbIA CPOK  YBEAOMAAETCA CYyObEKT  KPUTUYECKOW
MHPOPMALMOHHOM MHPPACTPYKTYPDI.

8. B cnyyae, ecnn depepanbHbIM OPraHOM UCMONHUTENbHOM BAACTH, YNOJHOMOYEHHbIM B 061aCTH
obecneyeHnss 6e30MacHOCTU  KpUTUYeckon  MHPopMauMoHHON  MHPPACTPYKTYpbl  Poccuiickon
depepaunn, BbiABAEHbI HApPyLWeEHWUA MOPAAKA OCYLLECTBAEHWUA KaTeropuposaHuAa W (Mau) obbekTy
KPUTUYECKOM WHPOPMALMOHHOW WHOPACTPYKTYpbl, MPUHAANEXAWEMY Ha npaBe COBCTBEHHOCTMH,
apeHAabl UM MHOM 3aKOHHOM OCHOBAHWUW CYBBEKTY KPpUTUYECKOW MHOOPMALUMOHHON MHOPACTPYKTYPbI,
HEenpaBW/bHO MPUCBOEHA OAHA M3 KATEropui 3HAYMMOCTU U (MN) HEOBOCHOBAHHO He MPUCBOEHA HU
OfHA W3 TaKuUX KaTeropu u (Mam) cybbeKTOM KpUTUYECKON WHPOPMALMOHHOW WHOPACTPYKTYpPbI
npeacTaBaeHbl HemnosiHble U (MM) HeLOCTOBEPHble CBEAEHWUS O pe3y/ibTaTax MPUCBOEHUSA TaKoOMy
06BEKTY KpUTUUYECKOW MHPOPMaLMOHHON MHPPACTPYKTYPbl OAHOM U3 KaTeropuin 3HaummoctTn anbo ob
OTCYTCTBMM HEOob6XoAMMOCTM MPUCBOEHMA emMy OAHOM W3 TaKuxX KaTeropuit, depepanbHbii opraH
WCNONIHUTENbHOM BNACTWU, YMNOJHOMOYEHHbIM B obsacT obecnevyeHns 6e30MACHOCTU KPUTUYECKOW
MHPOPMAUMOHHOM WHpPACTPYKTypbl Poccuitickoir ®Pegepauun, B AeCATUAHEBHbIA CPOK CO  AHSA
NoCTyN/IeHUs NpPeACcTaB/NeHHbIX CBEAEHMI BO3BPALLAET UX B MUCbMEHHOM BUAE CYOBEKTY KPpUTUYECKOW
MHGOPMALNOHHOM MHOPACTPYKTYPbl C MOTUBUPOBAHHbIM 060CHOBaHMEM NPUYMH BO3BpaTa.

9. CybbekT  KpuUTMYecKoWn  MHPOPMALMOHHOM  MHPPACTPYKTYpbl  Nocae  MoaydYeHus
MOTMBMPOBAHHOrO 060CHOBAHMA NPUYMH BO3BPaTa CBEAEHMM, YKa3aHHbIX B 4acTU 5 HACTOALLEN cTaTby,



He bosiee Yem B AECATUAHEBHbIA CPOK YCTPAHAET OTMEYeHHble HeJoCTaTKM U MOBTOPHO HanpasaseT
Takue cBefeHua B denepanbHbli OpraH MCMNONHUTENIbHOM BAACTW, YNOJHOMOYEHHbI B 06nactu
obecneyeHns 6e30nMacHOCTM  KpUTMYecKon  MHPoOpMaLMOHHON  MHPPACTPYKTYpbl  Poccuiickon
depepauum.

10. CeegeHua 06 oOTCcyTCTBMM  HEOBXOAMMOCTM  MPUCBOEHMA  OOBEKTY  KPUTUYECKOM
MHOOPMALMOHHOW MHOPACTPYKTYPbl OAHOM U3  KaTeropM 3HAYMMOCTM MNOC/Ae UX MPOBEPKMU
HanpasnsawTca d¢eaepanbHbIM OPraHOM WCMNONHWUTENIbHOW BAACTWU, YMNOJHOMOYEHHbIM B 061acTu
obecneyeHnss 6e30MacHOCTU  KpUTMYecKon  MHPopMaLMOHHON  MHPPACTPYKTYpbl  Poccuiickon
depepaunn, B TOCYAAPCTBEHHYID CUCTEMY OOHApyMeHWa, npeaynpexxaeHus U NUKBUAALUU
nocneacTsmii KOMMbIOTEPHBIX aTak Ha MHPOpPMaLMOHHbIE pecypcbl Poccuitickoin ®epepauun, o Yem B
[EecATUAHEBHbIM CPOK YBEAOMANAETCA CYObEKT KPUTUYECKOM MHGOPMALMOHHOM MHOPACTPYKTYpPbI.

11. B cnyyae HenpeAacTaBneHUA CYObEKTOM KPUTUYECKOW UHGDOPMaLMOHHON MHGOPACTPYKTYpbl
CBEeAEHMIN, YKa3aHHbIX B 4YacTU 5 Hactoswen ctaTbu, ¢peaepasbHbil OpraH UCMOJHUTENBHOW BAACTW,
YyNOJIHOMOYEHHbIM B o0b6nactm obecneyeHnMa 6e30MaCHOCTM  KPUTUMYECKOM  MHGPOPMALMOHHOM
MHOPaCTPYKTYypbl Poccuitickoin Pepepaunn, HanpasaseT B aApec yYKasaHHOro cybbekta TpeboBaHue O
HeobxoAMMOocCTU cobMoAEeHMNA NONOXKEHNN HACTOALLEN CTaTbW.

12. KaTeropua 3HAYMMOCTM, K KOTOPOM OTHECEH 3HAYMMbIA OODBEKT  KPUTUYECKOM
MHPOPMALMNOHHON WMHPPACTPYKTYPbI, MONKET OblTb M3MeEHeHa B MOPAAKe, NPesyCMOTPEHHOM Ans
KaTeropmMpoBaHua, B C1eAyOLWmUX CAy4anx:

1) no MoOTMBMpPOBAHHOMY pelleHnto ¢eaepasbHOro oOpraHa WCMOAHUTE/NIbHON  BAacTy,
ynosHomodYeHHoro B 06nactu  obecnevyeHnAa 6e30NacHOCTU  KPUTUYECKON  MHPOPMALMOHHOM
MHOPaCTPYKTypbl Poccuitickot depepaumm, NpUHATOMY NO pesynbTaTaM NpPOBEpPKW, MPOBEAEHHOWN B
paMKax OCyLLecTBAEHUA rOCYAapCTBEHHOIO KOHTPoAA B obnactn obecneveHunsa 6€30MacHOCTM 3HAYUMbIX
0OBEKTOB KPUTUYECKOM MHPOPMALMOHHON MHPPACTPYKTYPbI;

2) B clyyae M3MeHeHMsA 3Ha4YMMOro 0bbeKTa KpUTUYeckon MHGOpPMaLLMOHHOW MHPACTPYKTYpPbI, B
pe3ynbTaTe KOTOPOro TaKoW OBBEKT NepecTan COOTBETCTBOBATb KPUTEPUAM 3HAUMMOCTM M MOKasaTenam
WX 3HAaYEeHMUI, HA OCHOBAHMM KOTOPbIX eMy Oblna NPUCBOEHA ONpeaeNeHHan KaTeropms 3HaYMMOCTH;

3) B cBA3M C JAMKBUAAUMEN, peopraHMsaumen cybbeKkTa KpUTMYECKOM WHGPOPMALLMOHHOM
MHOPACTPYKTYpPbI U (M1K) U3MEHEHNEM ero opraHM3aLMoOHHO-NPaBoBON GOPMbI, B pe3y/ibTaTe KOTOPbIX
6blIM M3MEeHeHbl AMbo  yTpauyeHbl MPU3HAKKM  CybbeKTa  KpuUTUYecKoM  MHPOPMaLMOHHOM
WMHPACTPYKTYPbI.

CtaTbs 8. PeecTp 3HaYMMbIX 0O6BEKTOB KPpUTUYECKOM MHOOPMALMOHHOM MHPPACTPYKTYpPbI

1. B uensx ydyeTa 3HAYMMbIX OOBEKTOB KPUTUYECKON WHPOPMALMOHHON WHPPACTPYKTYpPSI
denepanbHblit  OpraH WUCMOAHWUTENBHOW BAACTW, YMNOAHOMOYEHHbIM B o06nactm obecneyeHus
6€30MacHOCTU KpUTUYECKON WMHOOPMALMOHHOW MHOPACTPYKTypbl Poccuiickoit depepauumun, Benet
peecTp 3HaYMMbIX OBBEKTOB KPUTMYECKOW MHGOPMALMOHHON MHPPACTPYKTYpbl B YCTAHOBAEHHOM MM
nopsiake. B gaHHbIM peecTp BHOCATCA cleaytowme cBeaeHuns:

1) HaMMeHoBaHME 3HAYMMOTro 06 bEKTA KPUTUYECKOW MHPOPMALMOHHOM MHDPACTPYKTYPLI;
2) HaumeHoBaHMe cybbeKTa KPUTUYECKON MHPOPMALLMOHHOM MHDPACTPYKTYPbI;

3) cBedeHMA O B3aMMOAEWUCTBUM 3HAUYMMOro OOBEKTA KPUTUYECKON WHGOPMALMOHHOM
MHOPACTPYKTYPbI U CETEl 3NeKTPOCBA3Y;

4) cBeAeHUs O NMUE, SKCMYaTUPYIOWEM 3HAYMMBbIA OOBEKT KPUTUYECKON WHGOPMALMOHHOM
MHOPACTPYKTYpPbI;



5) KaTeropuMa 3HAYMMOCTM, KOTOpas MPUCBOEHA 3HAYMMOMY OOBEKTY  KPUTUYECKOM
MHGOPMALNOHHOM MHOPACTPYKTYpPbI;

6) cBegeHMA O NPOrPamMMHbIX M MNPOrpPamMHO-annapaTHbIX CPeacTBax, MCMNOAb3yeMbIX Ha
3HaYMMOM 0b6beKTE KPUTUYECKON MHOOPMALIMOHHOM MHPPACTPYKTYpPbI;

7) mepbl, npumeHsemble ana obecnevyeHnss 6e30MACHOCTM 3HAYMMOrO OOBEKTA KPUTUYECKOM
MHGOPMALNOHHOM MHPPACTPYKTYPBI.

2. CBeAeHMA U3 peecTpa 3HAUYMMbIX 0BBEKTOB KPUTUUYECKON MHPOPMALMOHHOW MHPPACTPYKTYPbI
HanpaBAAIOTCA B rOCYAAPCTBEHHYID cUCTeMy O6HapyXeHus, npeaynpeskaeHna W ANKBMAALMM
NnocneAcTBUIA KOMNbIOTEPHbIX aTak Ha MHGOPMaLMOHHbIe pecypcbl Poccuitickoi ®eaepaunn.

3. B cnyyae yTpaTbl 3HAYMMbIM OOBEKTOM KPUTUYECKON WMHGOPMALMOHHON WMHOPACTPYKTYpbI
KaTeropuMm 3HAYMMOCTM OH WCKAoYaeTca ¢denepanbHbiM  OPraHOM  WMCMONHUTENIbHOM  BNACTW,
YyNonHOMOYEeHHbIM B obnactu obecnevyeHnss 6e30MaCHOCTM  KPUTUYECKON  MHPOPMALMOHHOM
MHOPACTPYKTYpbl  Poccuitickon  degepaumm, U3 peecTpa  3HAUYMMbIX OOBEKTOB  KPUTUYECKOW
MHGOPMALNOHHOM MHPPACTPYKTYPbI.

CtaTbs 9. MpaBa 1 06A3aHHOCTM CYOBEKTOB KPUTUYECKOM MHOOPMALMOHHOM MHPACTPYKTYpPbI

1. Cy6beKTbl KpUTUYECKON MHPOPMALMOHHON MHPPACTPYKTYPbI MMEIOT NPABO:

1) nony4yatb OT peaepanbHOro OpraHa MCMNONHUTENIbHOM BNAcTU, YNOJHOMOYEeHHOro B obnactu
obecneyeHns 6e30MacHOCTM  KpUTMYECKON  MHPOpMaLMOHHON  MHPPACTPYKTYypbl  Poccuiickomn
depepaunn, nHbopmaumio, Heobxoammyto ana obecrneyeHuAa 6e30MaACHOCTU 3HAUYMMBbIX OOBEKTOB
KpUTUYECKOW MHGOOPMALMOHHOW MHOPACTPYKTYPbl, NPUHaANEXKAWMX UM Ha npaBe cOBCTBEHHOCTH,
apeHabl UM MHOM 3aKOHHOM OCHOBaHMW, B TOM 4umncie o6 yrposax 6esonacHocTu obpabaTbiBaemon
TakKUMK 0B6bEKTaMM MHPOPMALMKM M YA3BMMOCTM MPOrpaMMHOro obecneyeHusn, o0bopyaoBaHUA WU
TEXHOJIOTUM, UCMOJIb3yEMbIX Ha TaKMUX 0ObeKTax;

2) B nopagke, YCTaHOBMEHHOM ¢enepanbHbiM  OpPraHOM  UCMOJIHUTENbHOM  BNacTw,
yno/IHOMOYeHHbIM B obniactu  obecneyeHna PYHKUMOHMPOBAHMA TOCYAAPCTBEHHOM  CUCTEMDI
OOHapy)KeHua, nNpeaynpexaeHua W AUKBMAAUMKM  MOCNEACTBUA  KOMMbIOTEPHbIX aTak  Ha
MHpopMaumnOoHHble pecypcbl Poccuinickon Pegepaumm, noaydatb OT YKa3aHHOro opraHa MHGopmMaLuuio o
cpeacTBax M cnocobax NpoBeAeHUs KOMMbIOTEPHbIX aTaK, @ TaKXKe O MEeToAax MX NpeaynpexaeHus u
o6HapyXKeHus;

3) npu Hannuum cornacua deaepanbHOro opraHa UCMONHUTENbHOM BNACTU, YNOAHOMOYEHHbIM B
obnactu obecneyeHunn bYHKLMOHMpPOBAHMS rocyfapcTBeHHOM cucTeMbl 06HapyKeHus,
npeaynpexaeHna u IUKBUAAUUN NOCNeACTBMIA KOMMbIOTEPHbIX aTak Ha MHOOPMALMOHHbIE pecypchbl
Poccuiickoit ®epgepauuun, 3a cBOM cyeT npuobpertaTb, apeHAoBaTb, YCTaHaBAMBaATb W 06CAYXKMBaATb
cpeAcTBa, npegHasHayeHHble ANA ObBHapy)KeHuA, npeaynpeskaeHua M AMKBUAAUMKM NOCNeaCcTBUA
KOMMbIOTEPHBIX aTaK U pearnpoBaHMaA Ha KOMMNbOTEPHbIE MHLUAEHTbI;

4) paspabaTbiBaTb M OCYLLECTBAATL MeponpuATMA No obecneyeHUto 6€30MacHOCTM 3HAYMMOrO
06beKTa KpUTUYEeCKo MHGOPMALMOHHON MHPPACTPYKTYPSI.

2. Cy6beKTbl KPUTUYECKON MHDOPMALLMOHHOM MHPACTPYKTYPbl 06A3aHbI:

1) He3ameanuTenbHO MHGOPMUPOBATL O KOMMBIOTEPHbIX WMHUMAEHTaxX deaepanbHbliA opraH
WUCNOJIHUTENbHOW  BAACTW, YMOJNHOMOYEHHbIM B o0bnactm  obecneyeHns  GYHKUMOHMPOBAHMS
rocy4apCTBEHHOMW CUCTEMbl OOHapyKeHuda, npeaynpexaeHMa W AUKBMAAUMM  NOCAeACTBUM
KOMMbIOTEPHbIX aTaK Ha MHGOPMALMOHHbIEe pecypcbl Poccuinckoit Pepepaunn, a Takke LleHTpanbHbIN
6aHK Poccuiickoit  ®degepaumm (B caydae, ecanm  CYOBEKT KPUTMYECKON WHPOPMAaLMOHHON



MHPPACTPYKTYPbl OCYLLECTBAAET AeATeNbHOCTb B BAHKOBCKON cdepe M B UHbIX cdepax GUHAHCOBOTO
pblHKa) B YCTaHOBAEHHOM YKasaHHbIM deaepasibHbiM OPraHOM WCMOJHUTENIbHOW BAacTu nopagke (B
6aHKoBCKOM cdepe U B UHbIX chepax GMHAHCOBOTO PbIHKA YKa3aHHbIA MOPAAOK yCTaHaB/AMBAETCA Mo
cornacoaHuto ¢ LeHTpanbHbiM 6aHKOM Poccuiickon Peaepaunn);

2) oKasblBaTb COAEUCTBME AOMKHOCTHLIM AnLam deaepasbHOro opraHa UCMOIHUTENIbHOM BAacTH,
yNnonHOMO4YeHHOro B obnacTu  obecneyeHUs  QYHKLMOHUMPOBAHUA TOCYAAPCTBEHHON  CUCTEMbI
OBHapyKeHUa, nNpeaynpexKaeHua W AUKBMAAUMKM  MOCNeACTBUA  KOMMbIOTEPHbIX aTak  Ha
MHbOPMaUMOHHbIe pecypcbl  Poccuiickoii  Pepepaunn, B OBHApPYyXKeHUW, NpeaynpexgeHnun u
JIMKBUAAUMKN NMOCNEACTBUI KOMMbIOTEPHbIX aTakK, YCTAHOBNEHMM MPUUUH U YCNOBUIA BO3HUKHOBEHUS
KOMMbIOTEPHbIX UHLNAEHTOB;

3) B cny4yae yCTaHOBKM Ha 0B6beKTax KpuUtuyeckoi MHGOpMaLMOHHON UHGPACTPYKTYpbl CPEACTs,
npegHasHavyeHHbIX g5 06HAPYKEHUs, NpeaynpeXXaeHns U AMKBMAALMMU NOCNenCTBUIA KOMNbIOTEPHbIX
aTak M pearupoBaHMA Ha KOMMbIOTEPHbIE WHUWAEHTbI, o0becneyMBaTb BbINOJIHEHWE MOPSAKA,
TEXHUYECKMX YCNOBUMN YCTAHOBKM U SKCMNAyaTaLMmM TaKMX CPeaCTB, UX COXPAaHHOCTD.

3. CybbeKTbl KpWUTUYECKON WHPOPMALMOHHON WMHPPACTPYKTYpbl, KOTOPbIM Ha npase
cobCcTBEHHOCTH, apeHAbl WAM MHOM 3aKOHHOM OCHOBaHMM MpPUHAAEXAT 3HauyMMble OObBEKTDI
KpUTUYECKOW MHPOPMALMOHHON  WMHPPACTPYKTYpbl, HapAZy C  BbiNOAHEHMEM 06A3aHHOCTEN,
npeayCMOTPEHHbIX YacTbto 2 HACTOALLEN CTaTbM, TaKKe 0bA3aHbI:

1) cobnopatb TpeboBaHMA No obecrnevyeHUo 6e30MNacCHOCTU 3HAUYUMbIX OB6BEKTOB KPUTUYECKOM
MHPOPMALMOHHON WHPPACTPYKTYPbI, YCTaHOBAEHHble deaepanbHbIM OPraHOM UCNOAHUTENIbHOWM
B/1IACTM, YNONHOMOYEHHbIM B 0bsnacTn obecneyeHus 6e30MacHOCTU KPUTUYECKON WHGOPMALMOHHOM
MHpPacTpyKTypbl Poccuiickon deaepaunu;

2) BbINONHATL NpegnucaHua AONKHOCTHbIX KL, defepanbHOro opraHa MUCMoJIHATENIbHOW BNAcCTy,
yno/siHoOMoYeHHoro B 06nactu obecneyeHna 6e30nNacHOCTUM  KPUTUYECKOM  MHPOPMALMOHHOM
MHOpacTpyKTypbl Poccuiickon ®Pepepaumn, 06 yCTPaHEHMW HaApPYLWEHUMA B Yactu cobntogeHus
TpeboBaHUI no obecrneyeHUto 6e30MNaCHOCTM 3HAYUMMOTO OOBEKTA KPUTUYECKOM WMHGPOPMALMOHHOM
WMHPACTPYKTYPbI, BblAaHHbIE 3STUMU INLAMU B COOTBETCTBMM CO CBOEW KOMMNETEHLMEN;

3) pearupoBaTb Ha KOMMNbIOTEPHblE MHLUMAEHTbI B MOPAAKe, yTBEpKAeHHOM deaepanbHbimM
OpraHOM MCNONAHUTENbHON BNACTU, YNOJHOMOYEHHbIM B 06s1acTM obecneyeHna PYHKLMOHUPOBAHMUA
rocy4apCTBEHHON  CUCTEMbl  OOHapyXeHuA, NpeaynpexXaeHua W AUKBUAALMUM  NOCNeACTBUINA
KOMMbIOTEPHBIX aTaK Ha MHbOPMaUUOHHbIe pecypcbl Poccuiickoit deaepaumm, NpUHMMaTb Mepbl Mo
JNIMKBUAAUMN NOCNEACTBUMA KOMMbIOTEPHbLIX aTaK, NPOBEAEHHbIX B OTHOLWEHUW 3HAYUMMbIX O6BEKTOB
KpUTUYECKOM MHOOPMALMOHHOM MHPACTPYKTYpPbI;

4) obecneumBaTb HecnpenATCTBEHHbIM AOCTYN AOMKHOCTHbIM Avuam defepanbHOro opraHa
WCMOMIHUTENIbHOW BAACTK, YMONHOMOYEeHHOro B obnactm obecneyeHns 6e30MacHOCTU KPUTUYECKOM
MHPOPMaUMOHHOM MHOPACTPYKTYpbl Poccuiickon depepaumn, K 3HAaUYMMbIM OBBbEKTAM KPUTUYECKOM
MHPOPMALMOHHOM MHPPACTPYKTYPbI NPU peanmsaLmn sTUMK IMLAMKU NOJHOMOYMM, NPeayCMOTPEHHbIX
cTaTbel 13 HacToswero ®enepanbHOro 3aKoHa.

Cratba 10. Cuctema 6e30MacHOCTM 3HAUYMMOro OObBEKTa KPUTUYECKON WHOOPMALMOHHOM
MHPPACTPYKTYpbI

1. B uensx obecneyeHns 6€30MaCHOCTM 3HAYMMOTO OOBEKTA KPUTUHYECKOW MHOOPMALNOHHOWN
MHOPACTPYKTYPbl CYOBEKT KPUTUYECKON WHPOPMALMOHHON WHPPACTPYKTYpPbl B COOTBETCTBUWU C
TpeboBaHMAMM K CO3JaHWMIO cucTeM 6e30MacHOCTM  TakuMX OOBEeKTOoB M 0obecneyeHuto  ux
OYHKUMOHMPOBaHUA,  YTBEP)KAEHHbIMM  defepasbHbiM  OPraHOM  WUCMOJIHUTENIbHOW  BAAcCTH,
YNONHOMOYEHHbIM B 0bnactm obecneyeHuMa 6e30MACHOCTM  KPUTMYECKON  MHGOOPMALMOHHOM
nHPpacTpykTypbl Poccuiickoit degepaumnm, cosgaet cuctemy 6e30MacHOCTM TaKoro obbekTa w



obecneunBaet ee PpyHKLUMOHUPOBAHUE.

2. OCHOBHbIMM 33f@d4amu cucTembl 6e30MacHOCTM 3HAYMMOro O0bObEeKTa KPUTUYECKOM
MHPOPMALMOHHOM MHPPACTPYKTYPbLI ABAALOTCA:

1) npepoTBpallleHMe HenpaBOMEpPHOro AocTyna K uMHbopmauuu, obpabaTbiBaemMol 3HaUMMbIM
O0OBEKTOM KPUTUYECKOW WMHGDOPMALMOHHOW UHOPACTPYKTYPbl, YHUUTOXKEHUSA TakoW WHbOopmauun, ee
mogmduumpoBaHma, GNOKUPOBAHUA, KOMMPOBAHUA, MPEAOCTABAEHUS M PACNPOCTPAHEHUA, a TaKxkKe
MHbIX HENPABOMEpPHbIX AENCTBUI B OTHOLLEHMUW TaKoM MHPOpMaLMK;

2) HejonylleHMe BO3AENCTBUA Ha TEXHUYECKUe cpeacTsa 0b6paboTku nHpopmalmum, B pesynbTtaTe
KOTOPOro MOMKeT ObiTb HapyweHo W (Man) npeKkpaweHo ¢GYHKLMOHMPOBAHUE 3HAYMMOrO OObBEKTA
KpUTUYECKON MHOPMaLMOHHOMN MHPPACTPYKTYPbI;

3) BocctaHOoBNEHWE YHKLUMOHUPOBAHUA 3HAYMMOro OB6BbEKTA KPUTMUYECKON WHGDOPMALIMOHHOM
MHOPACTPYKTYpbl, obecneynBaemoro B TOM 4YMCAe 3a CYET CO3[aHMA U XPaHEHUA Pe3epPBHbIX KOMWUM
HeobxoaMMOM AnA 3Toro MHPpopmMmaLum;

4) HenpepbiBHOE  B3aMMOAENCTBME C  FOCYAApPCTBEHHOW  CUCTEMOM  OBHapy»KeHus,
npeaynpexaeHna u AUKBUAAUMM NOCNEACTBUIA KOMMbIOTEPHbLIX aTaK HAa MHOOPMALMOHHbIE pecypcbl
Poccuiickoit Pepepaumn.

Cratba 11. TpeboBaHua no obecneyeHuto 6€30MaCHOCTM 3HAYMMbIX OOBEKTOB KPUTUYECKOM
MHPOPMALNOHHOM MHPPACTPYKTYPbI

1. TpeboBaHus no obecneyeHMto 6e30MaCHOCTM 3HAUYMMbIX OODBEKTOB  KPUTUYECKOM
MHPOPMALUMOHHOM MHPPACTPYKTYPbLI, yCTaHaB/iMBaemblie ¢eaepasibHbIM OpPraHoM WCMNOJHUTENbHOWN
B/1IACTM, YNONHOMOYEHHbIM B 0bnacTm obecneyeHus 6e30MacHOCTU KPUTUYECKON WHGOPMALNOHHOM
UHOpacTpyKTypbl Poccuitickon ®Pepepauunn, anddepeHUMpyOTCA B  3aBUCMMOCTM OT  KaTeropuu
3HAYMMOCTU OOBEKTOB KPUTUYECKON WHOOPMALMOHHOM MHPPACTPYKTYpbl M 3TUMKU TpeboBaHMAMMU
npeaycmaTpuBatoTca:

1) nnaHMpoBaHue, pa3paboTKa, COBEPLIEHCTBOBAHME U OCYLLLECTBAEHNE BHEAPEHUA MepPONpPUATUIA
no obecneyeHuto  6€30MACHOCTM  3HAYUMBbIX  OOBEKTOB  KPUTUYECKOW  MHOOPMALMOHHOM
MHPPACTPYKTYpPbI;

2) NPUHATME OPraHU3aLMOHHbIX U TEXHUYECKUX Mep ans obecnedyeHua 6e30MacHOCTU 3HAYMMbIX
06BEKTOB KPUTUYECKOM MHOOPMALMOHHOMN MHPPACTPYKTYPbI;

3) ycTaHOBNEHME NApPamMeTPoB U XapPaKTEPUCTUK MPOrpamMHBbIX M MPOrpaMMHO-annapaTHbIX
CpeAcTB, MpUMeHsemblx ana obecnevyeHnss 6e30MacHOCTM  3HAYMMbIX OOBEKTOB KPUTUYECKOM
MHGOPMALNOHHOM MHPPACTPYKTYPbI.

2. TocyaapcTBeHHbIe OpraHbl M POCCUICKME HOPUAMYECKME NKNUA, BbiNOAHAKOWME GYHKUUKM NO
pa3paboTKe, NPOBEAEHUIO WAW pPeanv3aumm rocyaapcTBEHHOM NOAUTUKM U (MAK) HOpPMaTUBHO-
NpaBOBOMY PEryMpoBaHMIO B YCTaHOBAEHHOM chepe AeATelbHOCTH, Mo COrnacoBaHuio ¢ deaepasbHbim
OpraHoOM MUCMOJIHUTENIbHOW BAACTW, YNOJHOMOYEHHbIM B obnactu obecneveHns 6HesonacHocTH
KpUTUYECKOM MHOOPMAUMOHHOW MHPPACTPYKTYpbl Poccuiickon degepauum, MOryT yCTaHaB/AMBATL
JononHuTenbHble TpeboBaHMA no obecnevyeHuto 6e30MACHOCTU 3HAYUMMbIX OOBEKTOB KPUTUYECKOM
MHGOPMALMOHHOM MHPACTPYKTYPbI, cogeprKalime 0Co6eHHOCTU GYHKLMOHUPOBAHMNA TaKMX OOBEKTOB B
YyCTaHOBNEHHOW chepe AeATeNbHOCTH.

CraTtba 12. OueHKa 6€30NacHOCTM KPUTUYECKON MHPOPMALMOHHOW MHOPACTPYKTYPbI

1. OueHKa 6€30MacHOCTU KPUTUYECKON MHPOPMALMOHHOW WHPPACTPYKTYpPbl OCYLECTBAAETCA



denepasbHbIM OpPraHOM MCMOJIHUTENIbHOM BAAaCTW, YMNONHOMOYEHHbIM B o0b6nactu obecnedyeHus
GYHKUMOHMPOBAHUA FOCYAAPCTBEHHOM CUCTEMbl OOHapy)KeHMA, npeaynperraeHus v AMKBMAALUK
NnocneacTBUiN KOMMbIOTEPHbIX aTak Ha MHPoOpMaUUOHHbIe pecypcbl Poccuiickoit dPepepaunn, B Lensax
NPOrHO3MpPOBaHMA BO3HUKHOBEHWUS BO3MOXKHbIX Yrpo3 6€30nacHOCTU KPUTUYECKON MHPOPMALLMOHHOM
MHPPACTPYKTYPbl M BbIPAaBOTKM Mep MO MOBbIWEHUIO YCTOMYMBOCTM ee (YHKUMOHUPOBAHUA MNpuU
npoBeLeHNN B OTHOLLIEHMM ee KOMMNbIOTEPHbIX aTak.

2. Mpu ocywecTBaeHNN OLLEHKN Be30NacHOCTN KpUTUYECKON MHPOPMALMOHHON MHOPACTPYKTYpPbI
NpoBOAMTCA aHANU3:

1) paHHbIX, NoJyYaembiX MPU UCMOAb30BAHUWN CPEACTB, NpegHasHaYeHHbIX A OBHapyKeHwus,
npeaynpexXngeHnus v  NMKBMAALMW  NOCNeACTBMA  KOMMBIOTEPHbIX aTakK M pearMpoBaHUA  Ha
KOMMbIOTEPHbIE WHUMAEHTbI, B TOM 4ucne MHPOPMaLMM O HAAMYMM B CETAX 3SNEKTPOCBA3M,
MUCNONb3YeMbIX A/ OpraHM3auMM B3aUMOAENCTBUA OODBEKTOB KPUTUYECKON WHPOPMALMOHHOM
MHPACTPYKTYPbI, NPU3HAKOB KOMMbIOTEPHbIX aTak;

2) nHpopmaumm, NpeacTaBASEMON CyObEKTaMMN KPUTUYECKON MHOOPMALMOHHOM MHPPACTPYKTYpPbI
n deaepanbHbIM OPraHOM WCMOJHUTENIbHON BAACTM, YMNOJIHOMOYEHHbIM B 06s1acTM obecneyeHus
6e30MacHOCTU  KpUTUYECKON WHPOPMAUMOHHOM  MHpacTpyKTypbl Poccuitickolt  depepaumn, B
COOTBETCTBUM C NepeyHeM WHPoOpMauUUKM M B NOpAAKe, onpeaensieMbiMn denepasnbHbiM OpPraHoM
WUCNONHUTENIbHOM  BAACTW,  YNOJIHOMOYEHHbIM B 06snactu  obecneyeHna  GYHKLMOHUPOBAHUA
rocyJapCTBEHHOM  CUCTEMbl OBHapyXeHusa, nNpeaynpesKAeHua W AUKBUAALMM  NOCNeAcTBUIA
KOMMbIOTEPHbIX aTak Ha MHPOPMaLMOHHbIe pecypcbl Poccuitickon Pepepaumnn, a TaKKe WHbIMU He
ABNAOWMMUCA  CYOBEKTAMM  KPUTUYECKON  UHPOPMALMOHHOWM  MHOPACTPYKTYpbl OpraHamu U
OpraH1M3aumAMM, B TOM YUCIAE MHOCTPAHHbBIMU U MEXKAYHAPOLHbIMMU;

3) cBegeHuWI, NPeacTaBaAAeMbIX B FOCYAapPCTBEHHYIO CUCTEMY OBHApPYXKeHUs, NpesynpexaeH s 1
NIMKBUZAUMW  NOCNEACTBUIA  KOMMbIOTEPHbLIX aTak Ha WMHOGOPMaUMOHHble pecypcbl  Poccuiickoi
desepaumm no uTOram MNpoOBeAEHUA TOCYAAPCTBEHHOrO KOHTposna B obnactv  obecneyeHus
6€30MacHOCTM 3HAYMMBbIX OBBEKTOB KPUTUYECKOW MHPOPMALMOHHON MHOPACTPYKTYPbl, O HapyLleHuM
TpeboBaHUI no obecneyeHUto 6e30MaCHOCTU 3HAYMMbBIX OOBEKTOB KPUTMYECKON WMHGPOPMALLMOHHOM
MHQPACTPYKTYpbl, B pesynbTaTe KOTOPOro CO3A4aloTCA NPennocbiKM BO3SHUKHOBEHUA KOMMbIOTEPHbIX
WHUWAEHTOB;

4) wuHOM wuHbOpmMmaumK, nonyyaemon deaepasnbHbIM OPraHOM WCMOJIHUTENBHOM BNacTy,
YNONHOMOYEHHbIM B 06nactM  obecneyeHna  GYHKUMOHUMPOBAHMA FOCYAAPCTBEHHOM  CUCTEMBI
OOHapy)KeHUA, nNpeaynpexaeHua W AUKBMAAUMM  MOCNEACTBUA  KOMMbIOTEPHbIX aTak  Ha
WHPOPMALMOHHbIe pecypcbl Poccuitickon ®depepaumm, B COOTBETCTBMM C 3aKOHOAATE/IbCTBOM
Poccuiickoit Pepepaumn.

3. Ana peanusaumm MONOMKEHUM, NPeayCMOTPEHHbIX YacTAMM 1 M 2 HacTosleMn CTaTbM,
denepanbHblit  OpraH WUCMOAHWUTENBHOW BAACTW, YMNOAHOMOYEHHbIM B o06nactm obecneyeHus
GYHKUMOHMPOBAHWA TOCYAAPCTBEHHOM CUCTEMbI OBOHApYXKEHUs, NpeaynpeXKaeHua W JINKBUAALMM
NnocneacTBUIA KOMMNbIOTEPHbIX aTak Ha MHPOPMaUMOHHbIE pecypcbl Poccuiickoit Peaepaumm, opraHnsyer
YCTAHOBKY B CETAX 3/IEKTPOCBA3W, WCMNO/Mb3yeMbIX A/ OpraHM3auuM B3aMMOAENCTBMA O0OBEKTOB
KPUTUYECKOM MHPOPMALMOHHON MHOPACTPYKTYPbI, CPEACTB, NpeAHa3HauYeHHbIX 41A NOMCKa NPU3HaKoB
KOMNbIOTEPHbIX aTaK B TaKUX CETAX 3/IEKTPOCBA3M.

4. B uenax pa3paboTKM Mep NO COBEPLIEHCTBOBAHUIO 6HE30MacHOCTM  KPUTUYECKOM
MHPOPMAUMOHHOM MHPPACTPYKTYPbl PpeaepanbHblii OpraH UCMOIHUTEIbHOM BAACTU, YNOJIHOMOYEHHbIN
B obnactu obecneyeHuna  PYHKUMOHMPOBAHUA  FOCYAAPCTBEHHOM  CUCTEMbl  OBHapyKeHus,
npeaynpexaeHna u AUKBUAAUUM NOCNEACTBMIA KOMMbIOTEPHbIX aTaK HAa MHOOPMALMOHHbIE pecypcbl
Poccuiickot  ®depepaumn, HanpasndeTr B denepasnbHbii  OpraH  UCNOAHUTENbHOM  BAACTK,
YNONHOMOYEHHbIM B 0bnactm obecneyeHna 6e30MacHOCTU  KpUTUYECKOW  MHOOPMALMOHHOM
nHPpacTpykTypbl Poccuiickoit ®Pepepaumu, pesynbTaTbl OCYLWECTBAEHMA OLEHKM 6GesonacHocTu



KpUTnYeckom MHGopMaLMoOHHON MHOPACTPYKTYPbI.

Ctatba 13. [oCyAapCTBEHHbIM KOHTPOJIb B 06s1acTM obecneyeHus 6e30MacHOCTM 3HAYMMbIX
06BEKTOB KPUTUYECKOW MHOOPMALMOHHOMN MHPPACTPYKTYpPbI

1. FocypapcTBeHHbIM KOHTPO/Ab B obnact obecneyeHma 6e30MacHOCTM 3HAYMMbIX OOBEKTOB
KPUTUYECKOW WHGPOPMALMOHHOMW MHOPACTPYKTYPbl MNPOBOAMTCA B LENAX NPOBEPKU cobntogeHun
CyObeEKTAMM KPUTMYECKON WMHPOPMALMOHHOM WHOPPACTPYKTYpbl, KOTOPbIM Ha MpasBe COBCTBEHHOCTH,
apeHabl WAM  MHOM 3aKOHHOM OCHOBaHWM MNpPUHALAEXKAT 3HAYMMble OODBEKTbl KpUTUYECKOW
MHPOPMALMOHHON  UHOPACTPYKTYpPbl, TPebOoBaHWWA, YCTAaHOBNEHHbIX HacToAwMMm PeaepasnbHbIM
3aKOHOM W NPUHATBIMW B COOTBETCTBMM C HUM HOPMATMBHBIMM MNPABOBbIMW aKTaMW. YKa3aHHbIN
rocyapCTBEHHbIA  KOHTPO/Ab  NPOBOAMTCA  MyTEM  OCyLLecTBNeHUAa  denepasbHbIM  OpPraHoOM
WCNONIHUTENbHOM BNACTM, YNOJHOMOYEHHbIM B 06nacTM obecneyeHua 6€30MACHOCTU KPUTUYECKOM
MHPOPMaLMOHHOM MHPPACTPYKTYpPbI Poccnitckon ®egepaumm, NI1aHOBbLIX MW BHEMNAHOBbLIX MPOBEPOK.

2. OcHoBaHMem g ocywiecrtBneHunA NnaaHoOBOM NPOBEPKU ABNAETCA UCTEYEHUE TPEX NET CO AHA!

1) BHeceHuMA cBeAeHUN 06 0BBbEKTE KPUTUYECKOW MHDOPMALLMOHHOM MHPACTPYKTYPLI B peectp
3HAYMMbIX OOBEKTOB KPUTUYECKOM MHOOPMALNOHHOW MHPACTPYKTYpPbI;

2) OKOHYAHMA OCYLLECTBAEHUA NOCNeaHEN NNAHOBOW NPOBEPKMU B OTHOLIEHWUWN 3HAYMMOTo 06beKTa
KpUTUYECKOM MHPOPMALMOHHON MHPPACTPYKTYPSI.

3. OcHoBaHWem g ocywecreBneHunA BHENAaHOBOM NMPOBEPKU ABNAETCA:

1) ncteyeHne CpoKa BbINOJAHEHUA CYObEKTOM KPUTUUYECKON MHPOPMALMOHHON MHPPACTPYKTYpPSI
BblgaHHOro denepanbHbIM  OPraHOM WUCMONHUTENIbHOM BAACcTW, YMNOAHOMOYEHHbIM B 0bnacTu
obecneyeHns 6e30MacHOCTM  KpUTMYECKON  MHPOpMaLMOHHON  MHPPACTPYKTYpbl  Poccuiickon
depepaunn, npegnucaHma ob ycTpaHeHWM BbIABAEHHONO HapyweHua TpeboBaHMIt no obecneyeHuto
6e30MacHOCTM 3HAYMMBbIX 06BEKTOB KPUTUYECKOM MHOOPMALMOHHOMN MHPPACTPYKTYPbI;

2) BO3HMKHOBEHME KOMMbIOTEPHOTO WHUWAEHTA, MOBJEKWEro HeraTMBHble MOCNEACTBMA, Ha
3HAYMMOM 0b6BEKTE KPUTMYECKON MHPOPMALMOHHON MHPPACTPYKTYPSI;

3) npukas (pacrnopskeHue) pykoBoauTens d¢eaepanbHOro opraHa MCNONHUTENIbHOW BacTH,
YyNoNHOMOYEHHOro B o06nactm obecneyeHua 6e30MacHOCTM  KPUTUYECKOM  MHPOPMALMOHHOM
uHppacTpykTypbl Poccuiickoir Pepepaumn, M3OaHHbIA B COOTBETCTBUM C nopydyeHuem [lpesmnaeHTa
Poccuiickoit ®Pepepaunm nam Mpasutenbctsa Poccuiickon Pepepaumm nmMbo Ha OCHOBaHUU TPeboBaHUSA
npoKypopa 06 oOcCyWwecTBNeHUM BHENNAHOBOM MPOBEPKM B pamMKax npoBegeHus Hapsopa 3a
MCMOJIHEHNEM 3aKOHOB MO NOCTYNMBLUMM B OpraHbl MPOKypaTypbl MaTepmanam 1 obpaLLeHUsam.

4. Mo uToram NJaHOBOW WAW BHENAHOBOM NPOBEPKU dpeaepanbHbIM OPraHOM UCNOJAHUTENbHOM
B/1IACTM, YNONHOMOYEHHbIM B 0b6snacTm obecneyeHus 6e30MacHOCTU KPUTUYECKON WHGOPMALNOHHOM
MHOPACTPYKTYpbl Poccuiickoit ®eanepaLmm, COCTaBNAETCA aKT MPOBEPKM MO YTBEPKAEHHOMN YKa3aHHbIM
opraHom ¢opme.

5. Ha ocHOBaHMM aKTa MPOBEPKW B C/ly4ae BblABAEHUA HapyleHua TpeboBaHWI HaCTOALLEro
depnepanbHOro 3aKOHAa W MPUHATBIX B COOTBETCTBMM C HMM HOPMATUBHbIX TMPaABOBbLIX aKTOB MO
obecneyeHnto 6€30NaCHOCTU 3HAYUMMBbIX OOBEKTOB KPUTMYECKON MHGOPMALMOHHOW WHOPACTPYKTYpbI
denepasbHbiii  OpraH  WUCMOJIHUTENIbHOW  B/IAaCTW, YMOJIHOMOYEHHbIM B 06s1acTM  obecneyeHusn
6e30MacHOCTU KpUTUYECKOM WHGOPMAUMOHHOM MHPPACTPyKTypbl Poccuitickolt Pepepaunn, BblgaeT
CyOBEKTY  KpUTUYECKOM WHGPOPMAUMOHHOM  MHOPACTPYKTYpbl npeanucaHve o6  ycTpaHeHuu
BbIABIEHHOIO HAPYLLUEHUSA C YKa3aHWEM CPOKOB ero YCTpaHeHus.

Cratba 14. OTBETCTBEHHOCTb 3a HapyleHWe TpeboBaHMI HacTosAwero PesepasbHOro 3aKoHa U



NMPUHATbBIX B COOTBETCTBUN C HUM UHbBIX HOPMATUBHbIX MPaBOBbIX aKTOB

HapyweHune TpeboBaHuin HacToawero ®PeaepanbHOro 3aKOHA M NPUHATbLIX B COOTBETCTBMM C HUM
WHbIX HOPMATUBHbIX MPABOBbIX AKTOB BAEYEeT 3a COOON OTBETCTBEHHOCTb B COOTBETCTBUM C
3aKOHOZaTeNnbCTBOM Poccuiickon deaepaumim.

Cratba 15. BctynneHue B cuay Hactoswero ®enepasnbHOro 3akoHa
HacTtosawmin ®eaepanbHblit 3aKOH BCTynaeT B cuay ¢ 1 aHBapa 2018 roga.

MNpesnaeHT
Poccuiickon ®epepauymm
B.MYTUH
Mocksa, Kpemsnb

26 niona 2017 ropa
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